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area identified in the airport security
program as requiring each person to
continuously display on their outer-
most garment, an airport-approved
identification medium unless under
airport-approved escort.

(b) After January 1, 1992, an airport
operator may not issue to any person
any identification media that provides
unescorted access to any security iden-
tification display area unless the per-
son has successfully completed train-
ing in accordance with an FAA-ap-
proved curriculum specified in the se-
curity program.

(c) By October 1, 1992, not less than 50
percent of all individuals possessing
airport-issued identification that pro-
vides unescorted access to any security
identification display area at that air-
port shall have been trained in accord-
ance with an FAA-approved curriculum
specified in the security program.

(d) After May 1, 1993, an airport oper-
ator may not permit any person to pos-
sess any airport-issued identification
medium that provides unescorted ac-
cess to any security identification dis-
play area at that airport unless the
person has successfully completed
FAA-approved training in accordance
with a curriculum specified in the se-
curity program.

(e) The curriculum specified in the
security program shall detail the meth-
ods of instruction, provide attendees
the opportunity to ask questions, and
include at least the following topics:

(1) Control, use, and display of air-
port-approved identification or access
media;

(2) Challenge procedures and the law
enforcement response which supports
the challenge procedure;

(3) Restrictions on divulging informa-
tion concerning an act of unlawful in-
terference with civil aviation if such
information is likely to jeopardize the
safety of domestic or international
aviation;

(4) Non-disclosure of information re-
garding the airport security system or
any airport tenant’s security systems;
and

(5) Any other topics deemed nec-
essary by the Assistant Administrator
for Civil Aviation Security.

(f) No person may use any airport-ap-
proved identification medium that pro-

vides unescorted access to any security
identification display area to gain such
access unless that medium was issued
to that person by the appropriate air-
port authority or other entity whose
identification is approved by the air-
port operator.

(g) The airport operator shall main-
tain a record of all training given to
each person under this section until 180
days after the termination of that per-
son’s unescorted access privileges.

[Doc. No. 26522, 56 FR 41424, Aug. 20, 1991]

§ 107.27 Evidence of compliance.

On request of the Assistant Adminis-
trator for Civil Aviation Security, each
airport operator shall provide evidence
of compliance with this part and its ap-
proved security program.

[Doc. No. 26522, 56 FR 41424, Aug. 20, 1991]

§ 107.29 Airport Security Coordinator.

Each airport operator shall designate
an Airport Security Coordinator (ASC)
in its security program. The designa-
tion shall include the name of the ASC,
and a description of the means by
which to contact the ASC on a 24-hour
basis. The ASC shall serve as the air-
port operator’s primary contact for se-
curity-related activities and commu-
nications with FAA, as set forth in the
security program.

[Doc. No. 26522, 56 FR 41425, Aug. 20, 1991]

§ 107.31 Employment history,
verification and criminal history
records checks.

(a) Scope. On or after January 31,
1996, this section applies to all airport
operators; airport users; individuals
currently having unescorted access to
a security identification display area
(SIDA) that is identified by § 107.25; all
individuals seeking authorization for,
or seeking the authority to authorize
others to have, unescorted access to
the SIDA; and each airport user and air
carrier making a certification to an
airport operator pursuant to paragraph
(n) of this section. An airport user, for
the purposes of § 107.31 only, is any per-
son making a certification under this
section other than an air carrier sub-
ject to § 108.33.
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(b) Employment history investigations
required. Except as provided in para-
graph (m) of this section, each airport
operator must ensure that no indi-
vidual is granted authorization for, or
is granted authority to authorize oth-
ers to have, unescorted access to the
SIDA unless the following require-
ments are met:

(1) The individual has satisfactorily
undergone Part 1 of an employment
history investigation. Part 1 consists
of a review of the previous 10 years of
employment history and verification of
the 5 employment years preceding the
date the appropriate investigation is
initiated as provided in paragraph (c)
of this section; and

(2) If required by paragraph (c)(5) of
this section, the individual has satis-
fied Part 2 of the employment history
investigation. Part 2 is the process to
determine if the individual has a crimi-
nal record. To satisfy Part 2 of the in-
vestigation the criminal record check
must not disclose that the individual
has been convicted or found not guilty
by reason of insanity, in any jurisdic-
tion, during the 10 years ending on the
date of such investigation, of any of
the crimes listed below:

(i) Forgery of certificates, false
marking of aircraft, and other aircraft
registration violation, 49 U.S.C. 46306;

(ii) Interference with air navigation,
49 U.S.C. 46308;

(iii) Improper transportation of a
hazardous material, 49 U.S.C. 46312;

(iv) Aircraft piracy, 49 U.S.C. 46502;
(v) Interference with flightcrew

members or flight attendants, 49 U.S.C.
46504;

(vi) Commission of certain crimes
aboard aircraft in flight, 49 U.S.C.
46506;

(vii) Carrying a weapon or explosive
aboard aircraft, 49 U.S.C. 46505;

(viii) Conveying false information
and threats, 49 U.S.C. 46507;

(ix) Aircraft piracy outside the spe-
cial aircraft jurisdiction of the United
States, 49 U.S.C. 46502(b);

(x) Lighting violations involving
transporting controlled substances, 49
U.S.C. 46315;

(xi) Unlawful entry into an aircraft
or airport area that serves air carriers
or foreign air carriers contrary to es-

tablished security requirements, 49
U.S.C. 46314;

(xii) Destruction of an aircraft or air-
craft facility, 18 U.S.C. 32;

(xiii) Murder;
(xiv) Assault with intent to murder;
(xv) Espionage;
(xvi) Sedition;
(xvii) Kidnapping or hostage taking;
(xviii) Treason;
(xix) Rape or aggravated sexual

abuse;
(xx) Unlawful possession, use, sale,

distribution, or manufacture of an ex-
plosive or weapon;

(xxi) Extortion;
(xxii) Armed robbery;
(xxiii) Distribution of, or intent to

distribute, a controlled substance;
(xxiv) Felony arson; or
(xxv) Conspiracy or attempt to com-

mit any of the aforementioned crimi-
nal acts.

(c) Investigative steps. Part 1 of the
employment history investigation
must be completed on all persons listed
in paragraph (a) of this section. If re-
quired by paragraph (c)(5) of this sec-
tion, Part 2 of the employment history
investigation must also be completed
on all persons listed in paragraph (a) of
this section.

(1) The individual must provide the
following information on an applica-
tion form:

(i) The individual’s full name, includ-
ing any aliases or nicknames.

(ii) The dates, names, phone num-
bers, and addresses of previous employ-
ers, with explanations for any gaps in
employment of more than 12 consecu-
tive months, during the previous 10-
year period.

(iii) Any convictions during the pre-
vious 10-year period of the crimes list-
ed in paragraph (b)(2) of this section.

(2) The airport operator or the air-
port user must include on the applica-
tion form a notification that the indi-
vidual will be subject to an employ-
ment history verification and possibly
a criminal records check.

(3) The airport operator or the air-
port user must verify the identity of
the individual through the presen-
tation of two forms of identification,
one of which must bear the individual’s
photograph.
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(4) The airport operator or the air-
port user must verify the information
on the most recent 5 years of employ-
ment history required under paragraph
(c)(1)(ii) of this section. Information
must be verified in writing, by docu-
mentation, by telephone, or in person.

(5) If one or more of the conditions
(triggers) listed in § 107.31(c)(5)(i)
through (iv) exist, the employment his-
tory investigation must not be consid-
ered complete unless Part 2 is accom-
plished. Only the airport operator may
initiate Part 2 for airport users under
this section. Part 2 consists of a com-
parison of the individual’s fingerprints
against the fingerprint files of known
criminals maintained by the Federal
Bureau of Investigation (FBI). The
comparison of the individual’s finger-
prints must be processed through the
FAA. The airport operator may request
a check of the individual’s fingerprint-
based criminal record only if one or
more of the following conditions exist:

(i) The individual does not satisfac-
torily account for a period of unem-
ployment of 12 consecutive months or
more during the previous 10-year pe-
riod.

(ii) The individual is unable to sup-
port statements made on the applica-
tion form.

(iii) There are significant inconsist-
encies in the information provided on
the application.

(iv) Information becomes available to
the airport operator or the airport user
during the investigation indicating a
possible conviction for one of the
crimes listed in paragraph (b)(2) of this
section.

(d) Individual notification. Prior to
commencing the criminal records
check, the airport operator must notify
the affected individual and identify the
Airport Security Coordinator as a con-
tact for follow-up. An individual, who
chooses not to submit fingerprints,
after having met a requirement for
Part 2 of the employment investiga-
tion, may not be granted unescorted
access privilege.

(e) Fingerprint processing. If a finger-
print comparison is necessary under
paragraph (c)(5) of this section to com-
plete the employment history inves-
tigation the airport operator must col-

lect and process fingerprints in the fol-
lowing manner:

(1) One set of legible and classifiable
fingerprints must be recorded on fin-
gerprint cards approved by the FBI,
and distributed by the FAA for this
purpose.

(2) The fingerprints must be obtained
from the individual under direct obser-
vation by the airport operator or a law
enforcement officer. Individuals sub-
mitting their fingerprints may not
take possession of their fingerprint
card after they have been
fingerprinted.

(3) The identity of the individual
must be verified at the time finger-
prints are obtained. The individual
must present two forms of identifica-
tion, one of which must bear the indi-
vidual’s photograph.

(4) The fingerprint card must be for-
warded to the FAA at the location
specified by the Administrator.

(5) Fees for the processing of the
criminal record checks are due upon
application. Airport operators must
submit payment through corporate
check, cashier’s check, or money order
made payable to ‘‘U.S. FAA,’’ at the
designated rate for each fingerprint
card. Combined payment for multiple
applications is acceptable. The des-
ignated rate for processing the finger-
print cards is available from the local
FAA security office.

(f) Determinaiton of arrest status. In
conducting the criminal record checks
required by this section, the airport op-
erator must not consider the employ-
ment history investigation complete
unless it investigates arrest informa-
tion for the crimes listed in paragraph
(b)(2) of this section for which no dis-
position has been recorded and makes a
determination that the arrest did not
result in a disqualifying conviction.

(g) Availability and correction of FBI
records and notification of disqualifica-
tion. (1) At the time Part 2 is initiated
and the fingerprints are collected, the
airport operator must notify the indi-
vidual that a copy of the criminal
record received from the FBI will be
made available to the individual if re-
quested in writing. When requested in
writing, the airport operator must
make available to the individual a
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copy of any criminal record received
from the FBI.

(2) Prior to making a final decision
to deny authorization to an individual
described in paragraph (a) of this sec-
tion, the airport operator must advise
the individual that the FBI criminal
record discloses information that
would disqualify him/her from receiv-
ing unescorted access and provide the
individual with a copy of the FBI
record if it has been requested.

(3) The airport operator must notify
an individual that a final decision has
been made to grant or deny authority
for unescorted access.

(h) Corrective action by the individual.
The individual may contact the local
jurisdiction responsible for the infor-
mation and the FBI to complete or cor-
rect the information contained in his/
her record before any final decision is
made, subject to the following condi-
tions:

(1) Within 30 days after being advised
that the criminal record received from
the FBI discloses disqualifying infor-
mation, the individual must notify the
airport operator, in writing, of his/her
intent to correct any information be-
lieved to be inaccurate.

(i) Upon notification by an individual
that the record has been corrected, the
airport operator must obtain a copy of
the revised FBI record prior to making
a final determination.

(2) If no notification is received with-
in 30 days, the airport operator may
make a final determination.

(i) Limits on dissemination of results.
Criminal record information provided
by the FBI must be used solely for the
purposes of this section, and no person
may disseminate the results of a crimi-
nal record check to anyone other than:

(1) The individual to whom the record
pertains or that individual’s authorized
representative;

(2) Airport officials with a need to
know; and

(3) Others designated by the Adminis-
trator.

(j) Employment status while awaiting
criminal record checks. Individuals who
have submitted their fingerprints and
are awaiting FBI results may perform
work within the SIDA when under es-
cort by someone who has unescorted
SIDA access privileges.

(k) Recordkeeping. (1) Except when
the airport operator has received a cer-
tification under paragraph (n)(1) of this
section, the airport operator must
physically maintain and control the
Part 1 employment history investiga-
tion file until 180 days after the termi-
nation of the individual’s authority for
unescorted access. The Part 1, employ-
ment history investigation file, must
consist of the following:

(i) The application;
(ii) The employment verification in-

formation obtained by the employer;
(iii) The names of those from whom

the employment verification informa-
tion was obtained;

(iv) The date and the method of how
the contact was made; and

(v) Any other information as required
by the Administrator.

(2) The airport operator must phys-
ically maintain, control and when ap-
propriate destroy Part 2, the criminal
record, for each individual for whom a
fingerprint comparison has been com-
pleted. Part 2 must be maintained for
180 days after the termination of the
individual’s authority for unescorted
access. Only direct airport operator
employees may carry out this criminal
record file responsibility. The Part 2
criminal record file must consist of the
following:

(i) The criminal record received from
the FBI as a result of an individual’s
fingerprint comparison; or

(ii) Information that the check was
completed and no record exists.

(3) The files required by this section
must be maintained in a manner that
is acceptable to the Administrator and
in a manner that protects the confiden-
tiality of the individual.

(l) Continuing responsibilities. (1) Any
individual authorized to have
unescorted access privileges or who
may authorize others to have
unescorted access, who is subsequently
convicted of any of the crimes listed in
paragraph (b)(2) of this section must,
within 24 hours, report the conviction
to the airport operator and surrender
the SIDA access medium to the issuer.

(2) If information becomes available
to the airport operator or the airport
user indicating that an individual with
unescorted access has a possible con-
viction for one of the disqualifying

VerDate 11<MAY>2000 04:28 Mar 06, 2001 Jkt 194041 PO 00000 Frm 00328 Fmt 8010 Sfmt 8010 Y:\SGML\194041T.XXX pfrm01 PsN: 194041T



329

Federal Aviation Administration, DOT § 107.31

crimes in paragraph (b)(2) of this sec-
tion, the airport operator must deter-
mine the status of the conviction. If a
disqualifying conviction is confirmed
the airport operator must withdraw
any authority granted under this sec-
tion.

(m) Exceptions. Notwithstanding the
requirements of this section, an airport
operator may authorize the following
individuals to have unescorted access,
or to authorize others to have
unescorted access to the SIDA:

(1) An employee of the Federal gov-
ernment or a state or local government
(including a law enforcement officer)
who, as a condition of employment, has
been subjected to an employment in-
vestigation which includes a criminal
record check.

(2) A crewmember of a foreign air
carrier covered by an alternate secu-
rity arrangement in the foreign air car-
rier’s approved security program.

(3) An individual who has been con-
tinuously employed in a position re-
quiring unescorted access by another
airport operator, airport user or air
carrier.

(4) Those persons who have received
access to a U.S. Customs secured area
prior to November 23, 1998.

(n) Investigations by air carriers and
airport users. An airport operator is in
compliance with its obligation under
paragraph (b) of this section, as appli-
cable, when the airport operator ac-
cepts for each individual seeking
unescorted access one of the following:

(1) Certification from an air carrier
subject to § 108.33 of this chapter indi-
cating it has complied with §§ 108.33 of
this chapter for the air carrier’s em-
ployees and contractors seeking
unescorted access; or

(2) Certification from an airport user
indicating it has complied with and
will continue to comply with the provi-
sions listed in paragraph (p) of this sec-
tion. The certification must include
the name of each individual for whom
the airport user has conducted an em-
ployment history investigation.

(o) Airport operator responsibility. The
airport operator must:

(1) Prior to the acceptance of a cer-
tification from the airport user, the
airport operator must conduct a pre-
liminary review of the file for each in-

dividual listed on the certification to
determine that Part 1 has been com-
pleted.

(2) Designate the airport security co-
ordinator (ASC), in the security pro-
gram, to be responsible for reviewing
the results of the airport employees’
and airport users’ employment history
investigations and for destroying the
criminal record files when their main-
tenance is no longer required by para-
graph (k)(2) of this section;

(3) Designate the ASC, in the secu-
rity program, to serve as the contact
to receive notification from individuals
applying for unescorted access of their
intent to seek correction of their FBI
criminal record; and

(4) Audit the employment history in-
vestigations performed by the airport
operator in accordance with this sec-
tion and those investigations con-
ducted by the airport users made by
certification under paragraph (n)(2).
The audit program must be set forth in
the airport security program.

(p) Airport user responsibility.
(1) The airport user is responsible for

reporting to the airport operator infor-
mation, as it becomes available, which
indicates an individual with unescorted
access may have a conviction for one of
the disqualifying crimes in paragraph
(b)(2) of this section; and

(2) If the airport user offers certifi-
cation to the airport operator under
paragraph (n)(2) of this section, the air-
port user must for each individual for
whom a certification is made:

(i) Conduct the employment history
investigation, Part 1, in compliance
with paragraph (c) of this section. The
airport user must report to the airport
operator if one of the conditions in
paragraph (C)(5) of this section exist;

(ii) Maintain and control Part 1 of
the employment history investigation
file in compliance with paragraph (k)
of this section, unless the airport oper-
ator decides to maintain and control
Part 1 of the employment history in-
vestigation file;

(iii) Provide the airport operator and
the FAA with access to each completed
Part 1 employee history investigative
file of those individuals listed on the
certification; and

(iv) Provide either the name or title
of the individual acting as custodian of
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the files, and the address of the loca-
tion and the phone number at the loca-
tion where the investigative files are
maintained.

[Doc. No. 28859, 63 FR 51218, Sept. 24, 1998; 63
FR 60448, Nov. 9, 1998]
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§ 108.1 Applicability.
(a) This part prescribes aviation se-

curity rules governing—
(1) The operations of holders of FAA

air carrier operating certificates or op-
erating certificates engaging in sched-
uled passenger operations or public
charter passenger operations;

(2) Each person aboard an airplane
operated by a certificate holder de-
scribed in paragraph (a)(1) of this sec-
tion;

(3) Each person on an airport at
which the operations described in para-

graph (a)(1) of this section are con-
ducted;

(4) Each certificate holder who re-
ceives a Security Directive or Informa-
tion Circular and each person who re-
ceives information from a Security Di-
rective or an Information Circular
issued by the Director of Civil Aviation
Security; and

(5) Each person who files an applica-
tion or makes entries into any record
or report that is kept, made or used to
show compliance under this part, or to
exercise any privileges under this part.

(b) This part does not apply to heli-
copter or to all-cargo operations.

[Doc. No. 24883, 51 FR 1352, Jan. 10, 1986, as
amended by Amdt. 108–6, 54 FR 28984, July 10,
1989; Amdt. 108–14, 61 FR 64244, Dec. 3, 1996]

§ 108.3 Definitions.

The following are definitions of
terms used in this part:

(a) Certificate holder means a person
holding an FAA operating certificate
when that person engages in scheduled
passenger or public charter passenger
operations or both.

(b) Passenger seating configuration
means the total number of seats for
which the aircraft is type certificated
that can be made available for pas-
senger use aboard a flight and includes
that seat in certain airplanes which
may be used by a representative of the
Administrator to conduct flight checks
but is available for revenue purposes on
other occasions.

(c) Private charter means any charter
for which the charterer engages the
total capacity of an airplane for the
carriage of:

(1) Passengers in civil or military air
movements conducted under contract
with the Government of the United
States of the Government of a foreign
country; or

(2) Passengers invited by the
charterer, the cost of which is borne
entirely by the charterer and not di-
rectly or indirectly by the individual
passengers.

(d) Public charter means any charter
that is not a private charter.

(e) Scheduled passenger operations
means holding out to the public of air
transportation service for passengers
from identified air terminals at a set
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